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1. McAfee InstruShield Syslog Forwarding
McAfee IntruShield IDS Tl Fault Notification Syslog Forwarder ¥ Syslog % N-Reporter -
MELSERME
(1) FEAEEEERE A IntruShield IDS
(2) ¥JB3 syslog forwarder FIEH -
(3) RXEN MAIRVEEIR L 8 A RV RUE -

Enable Syslog Forwarder: Yes

Forward Alerts: With Severity low and above

Syslog Server: 581 A N-Reporter/N-Cloud %% IP address

Port: 514
(4) #¥EE Message Preference: [Customized] - A REE [Edit] 1%l - EAREEEE syslog message WEH
(5) FRMENXFERER L :
category="$IV_CATEGORY$", sub_category="$IV_SUB_CATEGORY$", attack_name="$IV_ATTACK_NAMES$",
attack_severity=$IV_ATTACK_SEVERITYS$, interface=$IV_INTERFACES$, source_ip=$IV_SOURCE_IP$,
source_port=$lV_SOURCE_PORTS$,destination_ip=$IV_DESTINATION_IP$,destination_port=$IV_DESTINATION _
PORTS, network_protocol=$IV_NETWORK_PROTOCOLS$,attack_count=$IV_ATTACK_COUNT$

X OFE . bpR - RBEEARBRTRR
(6) BHEE [Save] 1Zif -
(7) B2 [Apply] %zt -

(8) RXETTAY ° #E MK - IntruShield IDS BENEHELER Syslog =ZE N-Reporter/N-Cloud -
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2. McAfee Network Security Manager Syslog forwarding
(1) FEHAEEEEREA
[Network Security Manager] -> [IPS Setting] -> [Alert Notification] -> [Syslog]
(2) ¥JB [Syslog forwarder] FIEH -
(3) RXEN NAIRVEEIR L 85 A M ERVBIME :
Enable Syslog Forwarder : Yes
Server Name or IP Address : 5% A N-Reporter/N-Cloud &% |IP address
UDP Port : 514
Send Notification IF : 2% [The following notification filter is matched:] ##31E [Severity Informational and above]
(4) #¥EE Message Preference: [Customized] - A RLE [Edit] %8 - EAREESE syslog messages WEH -
(5) B NENXFERER L
category="$IV_CATEGORY$", sub_category="$IV_SUB_CATEGORY$", attack_name="$IV_ATTACK_NAMES$",
attack_severity=$IV_ATTACK_SEVERITYS$, interface=$IV_INTERFACES$, source_ip=$IV_SOURCE_IP$,
source_port=$1V_SOURCE_PORTS$,destination_ip=$IV_DESTINATION_IP$,destination_port=$IV_DESTINATION _
PORTS$, network _protocol=$IV_NETWORK_PROTOCOLS$,attack_count=$IV_ATTACK_COUNT$
X OFR . B - RBEAIRIRITRE -
(6) ®H#E [Save] 1Zif -
(7) #4% [Apply] #ZiH -

(8) RXESTTAY ° #E MK - IntruShield IDS BENEEHELER Syslog =ZE N-Reporter/N-Cloud -
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3. N-Reporter
(1) #118 McAfee NSP 1%

[REEIE] -> [REBRE] > 2 [H)
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(2) FRE McAfee NSP FIERIET
BAZHER IP-> AERETEL: [Syslog] -> EEBREI: [McAfee NSP] FIEIERH Icon: [icon-security] -> BH#E
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